CASE STUDY: PORT SECURITY

INTEGRATING FENCE DETECTION AND VIDEO ANALYTICS

Port of Charleston is one of the busiest container ports along
the United States’ Southeast and Gulf coasts. Moving more
than 600,000 pier containers per year and ranked 8th largest
U.S. port in cargo value, with $50 billion in annual shipments,
Charleston is recognized as North America’s most efficient
and productive port. As a vital hub for global freight transfer,
implementing a site protection solution that would safeguard
facility infrastructure without adverse affect to flow of cargo
was a critical goal.

Wando Welch Terminal is Port of Charleston’s largest terminal,
both in cargo volume and physical size. Jeff Brown, HNTB con-
sultant and contractor to South Carolina State Port Authority,
has managed the SCSPA security program since 2005. Over-
seeing perimeter protection and access control for each of the
Port’s terminals, he was tasked with enhancing Waldo Welch’s
perimeter security system.

Brown is a civil engineer with an imposing background in anti-
terrorism force protection, blast-resistant structural design and
high security access control for the U.S. government and mili-
tary. Prior to his involvement with Port of Charleston, he served
as team leader for the U.S. Coast Guard’s National Facility Se-
curity Plan Review Center, whose mandate was to review U.S.
ports for compliance with 33 CFR Part 105 Regulations. These
post-9/11 performance guidelines call for perimeter monitoring,
access control and anti-terrorism readiness for marine facilities
receiving regulated cargo, and require that restricted areas -
both land and waterside perimeters - be continuously monitored.

As the Coast Guard representative responsible for reviewing
South Carolina State Port Authority’s facility security plan, Jeff
evolved into directing Port of Charleston’s security operations
when a consultant with his credentials was needed to custom-
ize a plan complying with new legislation.

IDENTIFYING THE CHALLENGES

In evaluating program options, Brown considered the Port’s
unique security challenges. Prior to 9/11, ensuring secure
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transfer of cargo was a key focus at Wando Welch Terminal,
and roving patrols by Port Police managed loss prevention. With
the prospect of terrorist breach, a system that could reliably
detect and monitor disturbances at the perimeter became the
new paradigm.

A must for Brown was finding a solution that successfully ad-
dressed a marine environment; one that remained in near con-
stant motion between ship, vehicle and foot traffic. This scenar-
io would trigger nuisance alarms in most security systems, so
the new system needed the intelligence to recognize and ignore
traditional environmental disturbances to avoid desensitizing
monitoring personnel with false positives.

Another challenge was balancing the divergent priorities of air-
tight terminal security and efficient cargo transfer. By definition,
complex counter-terror measures had the potential to slow the
pace of a facility consistently recognized for high productivity. It
was imperative to narrow the solutions to those that delivered
superior intrusion detection without being cumbersome to ad-
ministrate.

“At the very core, Port Operations and Port Security are 180
degrees out of phase because Operations wants to move cargo
as quickly as possible. It's all based on turn times,” Brown
explained. “But you’'ve got shipping lines that rely on the Port
Authority to securely transfer their cargo and 105 Regulations
to comply with, so Port Police needs the security of the terminal
ensured.”

Brown describes working through these conflicting issues as
one of the most difficult functions he performs, and cites strong
communication as the key to effectively bridging the gap be-
tween Operations and Security. He coordinates closely with port
operations, engineering, IT and maintenance teams. He also
regularly consults port police, customs and border protection,
the U.S. Coast Guard, and Project Seahawk - an innovative pilot
program at Port of Charleston created by Congress under the
guidance of the Department of Justice to enhance port security
operations, capabilities and coordination. By understanding and
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“We’ve upped the ante. We’re not just watching
truck drivers coming in, making sure containers
match tickets. Now we are monitoring our entire
perimeter so that we don’t get somebody hitting
us on our blind side. If anyone chooses to climb
on the fence line at Wando Welch Terminal, we will
detect them.”

Jeff Brown
Security Program Manager
HNTB

addressing the needs of each of these constituents, Brown has
managed to deliver a security program that satisfies all parties.

DEVELOPING A PLAN

Mapping out security program expansion guidelines for each of
the facility’s five non-continuous terminals was Port of Charles-
ton’s greatest challenge.

“105 Regulations say that you have to monitor your perimeter
and access points, but it’s up to the individual entities to figure
out how to comply,” Brown explained.

To address this responsibly, Brown and his team formulated a
comprehensive Security Improvement Plan - an industry best-
practice concept incorporating solutions that delivered the pro-
tection required by Port Authorities, and addressed the risks
identified by the Port during vulnerability assessments.

“To put together a plan of this magnitude, we had to take a
holistic approach,” outlined Brown. “There was extensive coor-
dination between Operations and Security. Each of the Port’s
various internal and external constituents were consulted.”

Traffic flow at each terminal was evaluated toward restricted
area boundary redefinition, and detailed site diagrams and proj-
ect cost estimates were developed. The plan eventually includ-
ed equipment design and performance specifications for the
initial upgrade at Wando Welch Terminal.

“This master plan has been critical to the success of Port of
Charleston’s security program,” Brown emphasized. “All af-
fected parties agreed on it. Everybody understands what is ex-
pected, how it will be delivered and what the price tag will be.”
In fact, Brown reports that the plan’s elaborate detail has been
an important factor in the Port’s ongoing success in securing
grant monies for bringing the security upgrades to fruition.

THE INTEGRATION PARTNER

Upon plan approval, Brown tackled hiring a systems integrator
to handle the installation. To attract only highly qualified can-
didates, he employed rigorous selection criteria that included
evaluation of each firm’s technical certifications, breadth of
manpower, implementation history for similar systems and
quality assurance parameters.

“We had our design, so everyone would be delivering the same
product,” Brown recalled. “I wanted to know how a prospective
partner would strategically approach the installation, and what
they would do to set themselves apart. We expected a thorough
plan of action.”

Port of Charleston ultimately selected I-Sys Corporation of North
Charleston, South Carolina. Along with capabilities that satisfied
Brown’s stringent requirements, I-Sys committed to providing a
level of service that included 24-hour response time, 72-hour
resolution of issues and a 3-year warranty on installed product.

AN INTELLIGENT SOLUTION

According to Port of Charleston’s Security Improvement Plan, a
key requirement of the new perimeter system was its ability to
precisely locate fence line breaches and monitor intruders from
point of attack through incident resolution. Brown acknowledged
that it would be unmanageable and costly to install cameras
along every linear foot of its irregular boundary for this purpose.
Instead, the Port chose two market-leading intelligent detec-
tion solutions: Southwest Microwave’s INTREPID™ MicroPoint™
Cable fence detection system - which offered pinpoint intrusion
location and tie-in of detection zones to CCTV camera presets -
and PureTech’s PureActiv® wide-area video surveillance system
- which successfully identified and tracked qualified targets.

“There weren’t many companies who could deliver what we
wanted,” said Brown. “We went through an exhaustive process
to ensure that we were going to get the most appropriate, best
of breed perimeter security system.”

The synergistic solution they selected enabled the Port to stra-
tegically place visible light, infrared illuminated and thermal
pan-tilt-zoom cameras controlled by the PureActiv® system at
key points along the perimeter, and integrate them with the Mi-
croPoint™ Cable system to quickly locate and react to intru-
sions across the port’s vast property.

“We chose MicroPoint™ because it was the only sensor that
could detect to within 3 meters and direct camera PTZ activ-
ity to incident location,” Brown explained. “PureActiv® provided
intelligent video analytics, 3D geospatial command and control,
autonomous PTZ tracking and open architecture which easily in-
tegrated with MicroPoint™ and our Lenel access control system.”
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PureActiv® provides intelligent video analytics, 3D geo-
spatial command and control, autonomous PTZ tracking
and open architecture for ease of integration with the
MicroPoint™ Cable system.
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Brown recognized that the Southwest Microwave fence detec-
tion system had been successfully paired with PureTech’s vid-
eo analytics package at other sites, including City of Phoenix
Water and Tucson International Airport. “The fact that this was
not the first time these two products have been integrated, that
all the kinks had been ironed out, was invaluable to me.”

EXTENSIVE TESTING

Once the MicroPoint™ Cable / PureActiv® system was installed,
the Port’s security team, I-Sys Corporation and PureTech con-
ducted thorough performance verification testing to ensure
round-the-clock functionality at every point along the fence line.

“We painstakingly went to each camera and had an ‘intruder’
run, walk, roll, crawl and climb the fence to ensure that cameras
and fence sensors worked properly,” said Brown. With an exten-
sive array of fixed and PTZ cameras, this endeavor took weeks
to complete. While Brown concedes that the testing was more
rigorous than most, results were overarchingly positive.

“I expected our vendor partners to prove to me that the system was
ready to do what it needs to do,” Brown recalled. “They knocked it
out of the park. It was an amazing success.” Brown remarked that
in general, the new solution far exceeded his expectations both
during the testing phase and initial implementation.

A SOLID SOLUTION

Port of Charleston’s new perimeter detection system solves the
facility’s main concerns, terrorist breach and cargo loss.

Southwest Microwave’s INTREPID™ MicroPoint™ Cable system
allows the Port to confidently pinpoint a cut or climb attempt
to within one fence panel. PureTech’s PureActiv® system reli-
ably analyzes disturbances, then smoothly tracks and manages
qualified events until they are resolved.

Each product has contributed to solving environmental nuisance
alarm issues common to other detection technologies. Micro-
Point™ effectively identifies fence attacks while ignoring distrib-
uted environmental disturbances such as truck traffic at the
Port. PureActiv® copes exceptionally well with the diversity of
port environments, including busy waterside cargo loading ar-
eas, long fence lines, active roadways and controlled entrance
and egress points.

The MicroPoint™ Cable / PureActiv® solution has delivered the
Port a cost-effective solution for detecting intrusions along a
lengthy perimeter, and an efficiency that reinforces both sys-
tems’ smart sensor capabilities. MicroPoint’s unique ability to
assign detection zones in system software at any point along
the cable has reduced hardware requirements and simplified

“The MicroPoint™ Cable and PureActiv® solutions
are so well integrated that | almost forget that they
are two separate systems.”

Jeff Brown
Security Program Manager
HNTB

assessment. PureTech’s analytics can identify targets at long
ranges, minimizing the required number of cameras and sim-
plifying monitoring processes. By employing standard cameras,
the PureActiv® system further reduces cost and gives the port
installation flexibility without compromising detection standards.

“l could not be more pleased with the new system,” Brown
stated emphatically. “I do not think there are other products
out there that do what MicroPoint™ Cable and PureActiv® can.
These solutions are so well integrated that | almost forget that
they are two separate systems. The entire perimeter security
system performs the way it’'s supposed to. If every system |
implemented worked as well, then my job would be easy.”

Southwest Microwave’s MicroPoint™ Cable system pinpoints
fence cut or climb attempts to within 3m, while ignoring
environmental disturbances like wind, rain or vehicle traffic.
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